
GOVERNMENT OF CHHATTISGARII

Department of Information Technology and Biotechnology

Mahanadi Bhawan, Mantralaya, Naya Raipur

NOTIFICATION

Date2TSeptember, 2013

No. F r_2l56l2lr3fiT BTthsf:: Every Department of the Government of chhattisgarh shall

make all endeavors to formulate Internet & E-mail usage policies to protect their respective

IT assets as part of e-Governance in the State of chhattisgarh.

The applicable policies in this regard are annexed herewith'

By order and in the name of Governor of
Chhattisgarh'

- r I -r''-l,-l'a
Amah r,rhar Singh

Secretary
Government of Chhattisgarh

lnformation Technology and Biotechnology
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No. F t-2ls6l2or3llTBTl 4gt
Copy forwarded to:

Raipur, Date-4 September, 2013

l. hincipal Secretary to the Governor of Chhhattisgarh

2. Principal Secretary to the Chhattisgarh Legislative Assembly

3. Registrar General, High Court, Bilaspur, Chhattisgarh

4. Secretary to the Chief Minister, Govemment of Chhaffisgarh- for information.

5. Special Assistant / Personal Secretary / Personal Assistant to Minister / Minister for State,

Government of Chhattisgarh (all)- for information.

6. Deputy Secretary, Office of Advocate General, Chhhattisgarh

7. Accountant General, Chhattisgarh - for information.

8. Under Secretary to Chief Secretary, Govemment of Chhattisgarh

9. President Board of Revenue, Chhattisgarh

10. Additional Chief Secretary / Principal Secretary / Secretary / Special Secretary,
Govemment of Chhattisgarh (all)

11. Additional Secretary / Joint Secretary / Deputy Secretary / Under Secretary, Government
of Chhattisgarh (all)

12. Conholler, Government hinting Press, Rajnandgaon - for publication in gazette.

13. Heads of Departments, Chhattisgarh (all)

14. Divisional Commissioner, Chhattisgarh (all)

15. Director, Public Relations, Chhattisgarh

16. Collectors, Chhattisgarh (all)

17. CEO, CHIPS - for information, necessary action and web publication on the websites of
Chhattisgarh, CHIPS and CHOtE.

18. State Informatics Officer, NIC, Chhattisgarh

- for information and necessary action.

Government of Chhattisgarh
lnformation Technology & Biotechnology

€ta Singh
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ANNEXURE
Internet Usage Policy

Competent authoritY/

Head of DepartmentThe facility to access Internet to be provided to

employees / consultants / contract employees (users)

for official use only within the premises of the

Department or from outside through department's

computer resources after prior approval from the

Competent authority lHead of the Department.

Access to the Intemet from laptop/ PC/ mobile device

or communication .device through department's

Internet connections which are made available by

wired or wireless means must adhere to this policy.

All users/

IT Administrator
Users must only access the Internet using software

which has been approved for use by the Department'

lT AdministratorAn audit trail of activities on the network must be

retained and preserved to ensure that an adequate

amount of information can be captured to assist with

investigations to detect misuse of Intemet facility'

Audit trail logs should be examined on a regular basis

to determine if unauthorized or suspicious activity has

taken place.

Incidental and occasional personal use of official

Internet access is permitted. However, information and

the usage shall be in accordance with department

policy.

Competent AuthoritY/
Head of DepartmenU

IT Administrator

Internet access to any user upon his/ her suspension,

termination, resignation or superannuation from the

Department to be blocked immediately.

Internet Connections
IT AdministratorDepartment to ensure that its Internet facility must

pass through authorized Intemet gateways equipped

with firewall and a proxy server.

lT AdministratorDownload or upload restrictions must be implemented

on all Internet gatewaYs.

IT AdministratorDepartment to ensure that software used by users to

access the Internet does not contain serious security

weaknesses.
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S. No. Basic Access Responsibility
4. The browsers at users end to be configured to accept

applets only from trusted servers

IT Administrator

Downloading or Uploading of Software

I Users must not download (or upload) any software,

tools, utilities (freeware, shareware, or licensed),

applications etc. from the Internet without prior
permission from IT Administrator.

All users

2. The Department rnust review laptops/ PCs by
undertaking a random sample every quarter (3 months)

to veriff that only approved software are installed.

IT Administrator

Internet Acceptable Use

I All users having Internet access must sign this Internet

Usage Policy indicating their acceptance of the same.

IT Administrator

2. All communications sent by users using the

Department Internet system must comply with this

Internet Usage policy and must not result in

unauthorized disclosure of any confidentiaV
proprietary information of the Department.

All users

Website/Content Blocking
t. Users must be blocked at the proxy level from

accessing Web Sites that are deemed inappropriate.

IT Administrator

2. In case a user is required to access any ofthe blocked /
restricted web sites, he/ she should submit a signed
request to the Competent Authority/ Head of
Department giving reason for unblocking the website

for limited number of users and/ or for a limited
timeframe.

All users/

Competent Authority/
Head of Department/

IT Administrator

3. Any user bypassing or attempting or abetting anyone

to bypass the restrictions imposed by the security
controls governing access to the intemet by any means

while using Department [ntemet connection shall be

subject to strict disciplinary actions.

All users

Mobile/ Communication Devise - Internet Access

I
Users not to connect their laptops/ PCs to the Internet
using any mobile/ communication devices, unless such

access and the devices have been approved by IT
Administrator-

All users

2. Any user authorized to use mobile or communication
devices to connect to the Internet, must ensure that he /

All users
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S. No. Basic Access Responsibility
she is not connected to Department's Internet network

simultaneously through LAN or any other means.

E-mail Usage Policy

S. No. E-mail Usage Policy Responsibility

l. The Department provided e-mail access is for official
use only. All e-mail messages sent or received shall
be considered as records of the Department.
Department reserves the right to inspecU audit such
records at any point of time. Users have waived their
right to privacy while using official computer
resources provided by the Department.

All users

2. Incidental and occasional personal use of official e-
mail system is permitted. Howeveq information and
messages stored in ofhcial e-mail systems shall be
treated in the same manner as office-related
information and may be retained, preserved,
monitored, or revealed to relevant authorities
(if required).

All users

J. Use of public e-mail system (e.g. yahoo, gmail,
rediffinail etc.) for official communication is
prohibited when official e-mail has already been
provided.

All users

4. Users must not use or enable automatic forwarding
functions to forward intemal e-mail to extemale-mail
systems (e.g. yahoo, gmail, rediffrnail etc.).

All users

Authorised Users

All e-mail users must sign and commit to this e-mail
Usage Policy and accompanying Acceptable Use
document.

All users/
HR department

2. All communications sent by users using the
Department email system to comply with the
Department's Intemet Usage Policy and not to result
in unauthorized disclosure of any confidential /
proprietary information of Department.

All users

Transmission of Sensitive Information

I E-mail systems must not be considered as a reliable
and secure mode of informatior/ communication
transmission guaranteeing privacy and security.
While sending sensitive information approved/
licensed encryption products/ tools, including digital
signatures (from licensed CAs) can be used.

All users
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S. No. E-mail Usage Policy Responsibility

E-mail Footer

l. All external outgoing Internet e-mails sent through
offrcial e-mail systems to carry an automatic
appropriate disclaimer as e-mail footer duly approved
by the legal department. Further, in case of use of
public e-mail systems $ahoo, gmail, rediffinail etc.)
for offrcial purposes, where offrcial e-mail system has

not been provided a similar disclaimer in the form of
e-mail footer to be.used.

IT Administrator/
HR Department

Official E-mail System

I All incoming mails on the official e-mail systems
must be scanned for viruses and other computer
contaminants, including spy ware.

IT Administrator

2. User login and logouts will be logged. Logs will be
reviewed periodically and relevant action will be

taken based on the findings

IT Administrator

3. All Incoming / Outgoing e-mails will be scanned for
viruses and other malicious content. The mail server
will be periodically updated with the latest service
packs / patches.

lT Administrator

E-mail Management

I All e-mail users in the Department
with only one named e-mail ID.

to be
Users

provided
may be

provided with an e-mail ID representing the
Department / Function or designation on approval of
respective Competent Authority/ Head of
Department.

lTAdminishator

2. E-mail ID of a user upon his/ her suspension,
termination, resignation or superannuation from the
Department to be revoked immediately.

Competent Authority/
Head of DepartmenU
IT Administrator

3. All e-mail attachments must be scanned for viruses
before opening it. User must not open E-mail
attachments unless they are sure about its contqnts
and know their senders.

Allusers

4. The oflicial mail system not to be used to send non -
official bulk mails, attachments/ audio-video files,
etc.

All users

5. Users not to auto forward their e-mails to any
personal e-mail ID.

All users

Mail box/ E-mail Size Limitations

l. Mailbox capacity should be as per the offrcial
requirement of the user. In case of request of larger
mail box the same should be authorized by the
Competent Authority/ Head of Department.

lT Administrator
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S. No. E-mail Usage Policy Responsibility

2. Users to be encouraged to send all attachments to
mails in a compressed mode/ zipped format.

IT Administrator

Accentable Use of Internet &E-mail

The use of Internet and e-mail facilities provided by the Depaftment shall be used for

official and authorized purposes only.

I. Acceptable uses Internet & e-mail: Department's lnternet and e-mail facilities are

intended for official use only in accordance with the user's work profile and related

responsibilities. However, users are permitted occasional personal use of Internet and

e-mail.

II. Unacceptable uses of the Internet and Internet: Department's Internet and e-mail

facilities may not be used for publishing, transmitting, creating, facilitating or storing of
any information which is grossly harmful, harassing, blasphemous, defamatory,

obscene, pornographic, paedophilic, libellous, invasive of another's privacy, hateful,

infringing any trademark, copyright or other proprietary rights, impersonates another

person, or violative of any law for the time being in force.

t|I. Communications: Each user is responsible for any content including text, audio or

images or any combination thereof that they search, access, use, communicate or send

over the Department's Intemet and e-mail facility. No user shall send any e-mail or

other communications, which may knowingly or intentionally, hides the identity of the

sender.

Any messages, information or communication published or transmitted by a user to

another individual outside using Department's Internet and e-mail facility are deemed

to be the messages, information or communication of the Department hence all such

users shall be careful while using such facilities for personal use or non-official work.

For any inappropriate use of such facilities, users shall be held solely responsible.

IV. Software: Users must not download or upload any software, code or applications from

the Internet without seeking prior permission from the IT Administrator.

V. Copyright Issues: Copyrighted materials belonging to any third party other than the

Department under no circumstances be published or transmitted by any user using

Department Intemet and e-mail facility. Users are advised that they should respect all

copyrights and may not copy, retrieve, modifu or forward copyrighted materials, except

with permission of the copyright owner, or as may be permitted under the appropriate

law. Each user of such facility shall observe all terms and conditions of the license

agreement, under which the license to use any copyrighted work has been obtained.

VI. Use of Social Networking SiteV blogs/ twitter/ applications etc.: Users not to use

their web profile pages for publishing or transmitting or commenting or disclosing

information related to Department's policies, superiors, co-workers, etc.
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VII. Security and Privacy: Department will routinely monitors usage pafferns for its e-

maiU Internet facility. All messages created, sen! or retrieved over the Department's e-

maiU Internet facility are the property of Department and should not be considered
private information. Department reserves the right to access and monitor all messages

and files of the user sent or received on e-mail,/lntqrnet facility provided by the
Department.

YI[. Violations: Any user, who misuses lntemeU e-mail facility shall be subject to
disciplinary action in accordance with Department's policies.

D( Applicability: This policy is applicable to all users of Department's Inte.rnet / e-mail
facility.

X. Indemnifies: The user indemnifies the Department the Competent Authorities, and
Head of Departments against any civil or criminal wrong committed by him/her while
using Department's InterneUe-mail facility. it-

Aman Kumar Singh
Secretary

Government of Chhattisgarh
Information Technology and Biotechnology
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